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Introduction to JanusSeal for Outlook

Janusseal for Outlook makes it simple for users to assign a security classification to every email they send. In just a
few seconds, sensitive information is effectively classified, reducing the risk of it being lost or mishandled.

People are prompted to classify their email based on information sensitivity

e Visible classification labels alert recipients to the sensitivity level of the information they receive

e C(lassification can be embedded in metadata labels, enabling the existing security system to control access and
distribution of sensitive information

e  Multi-level classification and simple configuration create a practical, flexible solution

e The mandatory process ensures sensitive information is always classified

By making people aware of sensitive information, Janusseal for Outlook dramatically reduces the risk of
emails being misdirected or mishandled.

BEH O B lorem ipsum (C) - Message (HTML) T E - O X
MESSAGE IMSERT OPTIONS FORMAT TEXT REVIEW
o Calibri (Body)  ~|11 ~| A A gz [ AttachFile [* Follow Up - Q ’ # UNCLASSIFIED - [ Caveats
B I U :=-i=- &3= U7 Attach ltem~ ! High Importance _' #| CONFIDENTIAL 23 Category
Paste b — Mames Zoom Appsfor
- ¥y A EEE= A - [# Signature - & Low Impartance Office  # SECRET @Hep -
Clipboard Basic Text Fl Include Tags w Zoom Add-ins Classification -~
From = bob@janus.test
=1
Ta.. Carol User
Send
Cc..
Subject larem ipsum ()

CLASSIFICATION: CONFIDENTIAL

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Maecenas porttitor congue massa. Fusce posuere, magna sed pulvinar ultricies, purus
lectus malesuada libero, sit amet commodo magna eros quis urna. Nunc viverra imperdiet enim. Fusce est.

Vivamus a tellus. Pellentesque habitant morbi tristigue senectus et netus et malesuada fames ac turpis egestas. Proin pharetra nonummy
pede. Mauris et orci. Aenean nec lorem.

In porttitor. Donec laoreet nonummy augue. Suspendisse dui purus, scelerisque at, vulputate vitae, pretium mattis, nunc. Mauris eget neque
at sem venenatis eleifend. Ut nonummy.

Fusce aliguet pede non pede. Suspendisse dapibus lorem pellentesque magna. Integer nulla. Donec blandit feugiat ligula. Donec hendrerit,
felis et imperdiet euismod, purus ipsum pretium metus, in lacinia nulla nisl eget sapien.

Donec ut est in lectus consequat consequat. Etiam eget dui. Aliguam erat volutpat. Sed at lorem in nunc porta tristique. Proin nec augue.

CLASSIFICATION: CONFIDENTIAL
Classified by bob@janus test on 26/04/2018 2:44:27 PM

o See more about Carol User. ey
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Take Control of Your Information Security

Classification is the easiest way to distinguish between sensitive and public information — a distinction that
everyone in your organisation can make in the emails and documents they create. By identifying and marking
sensitive information within your unstructured data, it’s simpler for this material to be protected, managed and
controlled accordingly.

By empowering every member of your team with the tools to classify sensitive information, Janusseal for Outlook
fosters a security-conscious culture, improves compliance, and provides added peace of mind that sensitive data
won’t be accidentally lost or mishandled.

Quick to set up and deploy

A simple add-on to Microsoft Outlook, Janusseal for Outlook is a scalable solution that easily integrates with email
gateways and is centrally deployed via Microsoft Group Policy.

Intuitive and easy to use

For each email they create, people simply select a security classification from a list of your chosen labels, dependent
on their authority and clearance level.

Information whose compromise
janusSEAL would MOT cause damage or harm to
the Commaonwealth, the Government,
commercial entities and/or members
of the public.

-~

Specify the security

# Unofficial

" UMCLASSIFIED
# DLM Only -

# PROTECTED -~

Original Clazsification

Specify the caveatsz

L

ok || cancel |

O Protective Marking: UNCLASSIFIED
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A1 Y U 4 ¥ |+ Casereview notes [SEC-PROTECTED] - Mes.. | — | = [t

SNEE|  Message o 9

© PROTECTED.

From: Alice User S5ent: Wed 10/07/2013 4:35 FM

Ta: Bob User

Cc

Subject: Subject line marking

PROTECTED ) Body prepend marking EEJ

Hello Bob,

Please find attached the review notes for case number 188930.

Regards,
Alice
Body append marking / disclaimer

(This transmission is intended for the named addressee(s) only an
contains protectively marked PROTECTED material and should be
handled accordingly. Unless you are the named addressee (or

authorised to receive it for the addressee) you may not copy or use
\_ it or disclnse it fn anvone else If voul have recaived this T

= - janusSEAL Email Security (PROTECTED)

PROTECTED (g

7
ﬂ See more about: Alice User. -
J

»

1

Flexible and adaptable

The adaptable solution can be easily configured to suit your organisation’s requirements, ranging from general
commercial use to military-grade classification.

Designed to enhance existing systems

Offering seamless integration with your existing IT security system, Janusseal for Outlook optimises performance
of current solutions, maximises ROI and reduces costs by avoiding the need for new infrastructure.

“We are impressed with the engineering of Janusseal. The add-in is very robust, and the configuration via GPO is
both flexible and convenient. If there are changes, we don’t have to repackage and redeploy the client — I wish all
our applications could be configured this way!”

Janusseal Customer quoted March 2017
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